


Challenges when doing analysis

Plenty of social media Misleading, unverified Various content formats:
platforms information articles, videos, images

Short response time,
continuous interaction with Anonymous
a large number of users




Suspicious content related to topics such as incitement, lottery, gambling, etc.

E Jorusalem next stop " Follow
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All tasks are automated

Profiling Collect

Automatic profile display Automatic investigation

Report Analyse

Automatic report Automatic presentation
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APPLICATION

Many fields

VERINT



Supported application

WEB

Search engines

DEEP WEBS

Social media platforms, DBs,
ecommerce platforms

PRIVATE WEB
Messaging applications

DARK WEB
TOR, dark webs, dark
eb market places




Diverse platforms and data sources

. Core

f Facebook Instagram in' LinkedIn 3 Google Image Search
¥ Twitter YouTube g Google Search B Unstructured
. Other sources . Web engage
@ Dark-web & Baidu © Wercarijp d" TikTok © whatsApp
Unstructured , .
EvilSearch & Weibo @ cBay @ Reddit @ Telegram
(Dark-Web) @ odnoklassniki @ Craigslist © Gab ® Line
@ Pastebin
N VKontakte




# Automation

Advanced embedded technology




Automated lead generation

+ Discover new leads from over
1,000 sources

+ Search any topic like Google

+ Receive data instantly

+ Separate social media

databases
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Automatic investigation

+ Complete investigation with
just one click

+ Embed in-depth analyzed
operations

+ Customize investigation steps

+ Automatically generate reports
on demand




Automated content analysis

+ Images, videos

+ Facial recognition

+ Speech to text
+ Translation

+ Language analysis

+ Location extraction

+ Document analysis




Automated target tracking

+ List of accounts in social

media platforms

+ Notifications for new contact

* Unifled view--link muttpie I ..||u|\||m,.||..|| il 2

accounts together
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Link accounts across social media platforms
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Investigation toolkit

+ Visual connection diagram &
automatic clustering

+ Location tracking

+ Investigation management

+ Alerts & threat levels

+ Advanced filtering rules & tools

Rafik Rahman Am

riki e
i,

=y
mm !

21




Data sharing methods

+ Digital whiteboard
+ Detailed insights and saved
reports

* Secure internal messaging
* User activity tracking

+ Multi-tiered access control
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e RESPONSIVE
MODELS

Customizable to fit your
operational needs




Real-time exploration

Real-time information
- Deep Web social media sites

- Private web IM applications

Multi-platform collection for Mobile & Web

Collection

- Real name

- Phone number and email B

- Images & media files (of
- Relationships & contacts K9

- Location & IMSI
- Web mentions
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DarkAlert

e Dark Web search

e Access to private forums

e Secure connection and search
e Instant alert mechanisms

187M
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Dark Actors
Created profiles
26M 5.6M

Increase
+33mil profiles

every month
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WebEngage:

Access to private groups using advanced avatars

@ Interation with targets

+ Interation in social media platforms,
darknet, IM

Avatar management

+ Avatars designed for social engineering purposes

+ Quick identity transformation

+ Prevent potential errors that may occur with manual
execution

Safe and secure browsers
O

+ Disguised and secret collection
+ Fully compatible with the ORBIS platform

Data collection from messaging applications

* Content from groups and channels
* Details & member count




W Applications in N
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Supporting your organization's needs




Analyze all Viethamese content

+ The ORBIS user interface can be adjusted to multiple languages, including
Viethamese

+ Viethamese support for analysis:

— Translate to Viethamese and translate from Vietnamese to 80 languages
— Convert spoken statements to Vietnamese text

_ o e . . viillxere
Extract entities in Viethamese KHACH TAY THAY LA R
VI CHU QUAN AN VIET in VNE

QUAN AN VIET BANG BAN NGU TR
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+Customizable Vietnamese report templates based on customer requirements
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